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STANDING UP FOR FEDERAL DATA SECURITY LEGISLATION: A RESPONSE TO
JUDICIAL CONSERVATISM IN FERO V. EXCELLUS HEALTH PLAN, INC.
Introduction
In Fero v. Excellus Health Plan, Inc., plaintiffs brought a class action against health
insurer Excellus and associated health insurance companies for a breach of Excellus’s systems
that exposed the personal data of 10 to 10.5 million people.1 Plaintiffs alleged injuries from the
compromise of their personally identifiable information in a data breach of the health insurer’s
systems, which included names, dates of birth, addresses, phone numbers, Social Security
numbers, financial information, and medical insurance information.2 In filing a 12(b)(1) motion
to dismiss for lack of subject matter jurisdiction, defendants argued that plaintiffs lacked
standing to bring suit.3 The Fero court found standing for plaintiffs alleging actual misuse of
data, but did not find standing for plaintiffs who only claimed a risk of future harm without any
misuse of data.4
Fero addresses two salient issues of standing in data breach litigation: what is “certainly
impending” to constitute an injury-in-fact and what is “fairly traceable” to show causation.5 PostClapper v. Amnesty Int’l USA, the circuit courts split on their interpretation of what likelihood of
risk satisfies Clapper’s “certainly impending” standard, and Fero adds to this dialogue with a
highly conservative approach to finding imminence in the risk of future harm stemming from a
breach.6 The issue of standing at the heart of the Fero decision gains importance with each year
as the number of data breaches increase and the number of individuals affected continues to
grow.7
This comment will examine risk of future harm as an injury-in-fact and offer policy
recommendations to address lingering issues after the Fero decision. Part I will provide an
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overview of the data breach landscape and current standing issues in data breach litigation. Part
II will outline the reasoning in Fero and place it within the realm of current data breach case law.
Part III will provide a recommended policy remedy to address the issues of standing in data
breach litigation highlighted in Fero.
I. Background
While the risk of identity theft is not a new phenomenon,8 vast databases of personally
identifiable information make it easy for data thieves to steal millions of identities in a single
successful breach.9 In 2017, there were over 1,200 reported data breaches in the United States.10
Regrettably, victims of data breaches face significant barriers to accessing justice due to issues of
standing that arise in the uncertainty following a breach.11
A. Demand Grows for Improved Data Privacy and Security
Companies, cities, and government agencies are entrusted by millions with personal
information necessary to facilitate trade, government programs, and humanitarian efforts.12
Consequently, organizations that collect, process, or maintain personally identifiable information
are targets for data thieves, who seek to exploit these data troves through identity theft,
unauthorized credit card use, fraudulent accounts, medical ID theft, and tax fraud.13 Identity theft
can also incur additional injuries resulting from an affected credit report, including inability to
obtain a mortgage or loan, denial of rental housing applications, and rejection from employment
opportunities.14 Between the costs of repair, notification, state suits, and consumer class actions,
a single data breach can cost a company millions.15
Global data sharing poses a significant threat to individuals’ privacy and security—one
that will require international cooperation.16 While there is no international consensus on privacy
standards, many nations are strengthening their data laws, and consequently, requiring similar
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standards of countries with whom they are engaged in data exchange.17 Notably, the European
Court of Justice made a clear statement in Schrems v. Data Protection Commissioner that the
United States lacked adequate privacy standards and enforcement by invalidating the Safe
Harbour Principles that had previously governed their exchange of personal data with the United
States.18
B. Standing in Data Breach Litigation
Individuals seeking redress for their injuries resulting from a data breach—including risk
of future identity theft, anxiety, and time spent mitigating damages—face obstacles in
establishing standing to bring suit.19 Standing emerges from separation of powers principles
articulated in the Constitution that limit judicial authority to cases and controversies.20 This
prevents the judiciary from exercising power that is unchecked by democratic processes.21
Standing is “a party’s right to make a legal claim or seek judicial enforcement of a duty or
right.”22 To establish standing, a litigant must satisfy three elements: injury-in-fact, causation,
and redressability.23
The Supreme Court has considered issues of standing in two recent decisions that affect
data breach litigants.24 In Clapper v. Amnesty Int’l USA, the Supreme Court affirmed use of the
“certainly impending” standard to determine whether an injury is sufficiently imminent to satisfy
the “actual or imminent” injury-in-fact requirement.25 However, the circuits quickly split on their
interpretations of the standard because the Court did not specify what likelihood of occurrence
satisfied the standard.26 Three years later, the Court took up the issue of standing again in Spokeo
v. Robins, where it elaborated on the “concrete and particularized” element of the injury-in-fact
requirement.27 However, despite the circuit split in the evaluation of injury in data breach cases
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to constitute standing, the Supreme Court failed to take up the issue when it denied certiorari in
Attias v. CareFirst.28
Fero signals that courts will likely continue to apply varying standards of imminence in
data breach suits unless action is taken by the Supreme Court to clarify the imminence standard,
or federal data breach legislation is passed that defines what constitutes an injury under the law.
Until then, parties in data breach litigation will vie for jurisdiction in circuits that apply the most
favorable interpretation of standing to their position, and consequently, cases with similar facts
may continue to receive divergent outcomes.29
II. Case Description
In Fero v. Excellus Health Plan, Inc., the Western District of New York followed the
First and Third Circuits in applying a conservative approach to imminence under Clapper.30 The
court differentiated the case from Sixth and Seventh Circuit cases that involved an “identifiable
taking” of personal information.31 Fero could provide the Second Circuit with an opportunity to
reconsider the subject after issuing a non-precedential standing decision in Whalen v. Michaels
Stores, Inc.32
On a motion to dismiss on the grounds that plaintiffs lacked standing, defendants
challenged that 1) plaintiffs who did not allege misuse of data could not prove that the risk of
future harm was “certainly impending”33 and 2) plaintiffs alleging misuse of data could not prove
that the misuse was “fairly traceable” to the breach.34 After analyzing the facts of the case under
Clapper, the court did not find standing for plaintiffs without actual misuse of personal data
because an investigation did not conclusively show that the data had been appropriated by the
hackers.35 Without finding the information had in fact been stolen, the court found the risk of
future identity theft speculative and not “certainly impending.”36 The court further narrowed the
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meaning of “certainly impending” or “substantial risk”37 in finding that instances of identity theft
among some class members are not enough to prove risk of future harm for other class
members.38 The court also found plaintiffs’ alternative bases for standing insufficient, including
injuries due to mitigation efforts, 39 overpayment for services, and diminution in value of
information.40
III. Analysis
Cases like Fero—that narrowly define imminence and further curtail victims’ ability to
seek redress for data breach injuries— demonstrate the need for comprehensive data security
legislation to provide a clear avenue for data breach victims to hold organizations accountable
when they fail to adequately protect their personal information. An identity cannot expire, be
exchanged, or diminish in value, and for these reasons, it is priceless to its owner.41 When
compromised in a data breach, certain personal information can create a lifelong risk of identity
theft.42 Organizations that store personal data should have a duty to those who have entrusted
them with their information, and consequently, organizations should bear the responsibility for
breaching that duty when they have insufficient safeguards in place to protect this information
from hackers.43
A. Patchwork Legislation and Regulation Fail to Adequately Enforce Individual Rights
States have clearly signaled that data security is important; 48 states have laws governing
the disclosure of data breaches.44 State data breach disclosure laws incentivize organizations that
store personal data to institute better safeguards against a possible breach and result in better
protection of consumer information.45 However, breach disclosure laws’ “focus on notification
makes them a poor avenue for consumers seeking remedial action. . . . [I]t is unlikely to result in
any redress for individuals . . . as many of these statutes lack a private right of action.”46

5

068
The Federal Trade Commission (FTC) also has the authority to regulate data security
issues under the FTC Act. Notably, in an adjudication before the FTC, Google was ordered to
maintain a privacy program containing “privacy controls and procedures appropriate to
respondent’s size and complexity, the nature and scope of respondent’s activities, and the
sensitivity of the covered information.”47 Google was also ordered to undergo biennial
assessments conducted by a qualified, independent third party to report on the adequacy and
efficacy of company privacy controls in meeting the privacy program’s requirements.48 But
again, like state disclosure laws, agency enforcement is unlikely to address the individual
concerns of consumers because the agency cannot issue civil penalties and the Act does not
authorize citizen suits.49
B. Stronger Consumer Data Protection Laws Are Necessary to Satisfy International
Standards
From human rights to global commerce, international relations rely on strong data
privacy and security, and federal legislation will be necessary to maintain these relationships.
Following on the heels of the Schrems decision invalidating Safe Harbour, FTC Commissioner
Julie Brill told European Union members that the agency had called for “more robust consumer
privacy laws,” federal data security legislation, and “baseline privacy legislation” for sensitive
information that does not fall under the current protections of financial, medical, or credit data.50
In the meantime, however, no such legislation has passed, while E.U. data security requirements
have continued to move forward with the progress of the E.U. General Data Protection
Regulation.51 Data security is a crucial issue concerning governments around the world, and the
United States should take steps to show that it is serious about addressing this issue by passing
federal legislation.
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C. Comprehensive Federal Legislation Is the Answer
Attempts to pass federal data security legislation have repeatedly failed despite the clear
need for action.52 However, efforts to craft comprehensive legislation forge ahead despite these
setbacks.53 Implementing a federal legislative solution would not only clarify organizations’ data
security responsibilities, but also allow them to anticipate and mitigate potential liability. 54
Legislation would also protect consumers and their personal information, reduce uncertainty
following a data breach, and ensure victims of data breaches are able to vindicate their rights in
court.
Imposing a Duty of Care Would Allow Individuals to Seek Redress for Breach of Duty
Organizations that store personal information should owe a duty of care towards
individuals who entrust them with their data, and plaintiffs should be able to bring an action for
breach of that duty when their information is improperly accessed due to insufficient security
protections. In drafting comprehensive data security legislation, Congress should look to existing
federal and state laws that impose a duty of care on data keepers55 and recognize individuals’
rights to safety and privacy.56 To ensure data breach victims have the ability to use the courts to
vindicate their rights, it is necessary for the legislature to articulate a duty of care that data
keepers owe to consumers and the public and define the injury of future harm that arises from a
breach.57 Any legislation should also include a citizen suit provision to allow individuals to
enforce their rights in court.
Granting Authority to the FTC to Promulgate Rules Related to Data Security Would Clarify
Data Keepers’ Responsibilities Under the New Law
In light of a newly defined duty of care, both large and small businesses would benefit
from clear standards for data security.58 With a set of standards for data security, businesses
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could limit their liability by meeting the standard. Beyond system protection requirements,
standards would also address methods for disposal, such as the U.N. recommendations that
organizations should dispose of excess data from inactive users.59 By setting standards for
disposal, data keepers could limit their liability, and individuals would be protected from
breaches involving information they were not even aware was still in the care of the
organization. 60
Under a new data security law, Congress should grant authority to the Federal Trade
Commission to impose standards for data security. The FTC has experience enforcing data
security in the context of unfair and deceptive business practices under the FTC Act and would
be well-equipped to apply its considerable expertise to rulemaking under this new legislation.61
While there are concerns that uniform federal standards would “water down” security
requirements, 62 granting authority to the FTC to promulgate rules under the new legislation
would not preclude the issuance of industry-specific rules to address the unique data
requirements in the medical and finance sectors.
Defining “Personally Identifiable Information” Narrowly Would Encourage Protection of
Sensitive Information Without Opening the Floodgates of Liability
In creating a statutory basis for injury in data breaches, personally identifiable
information under the statute should be defined narrowly to limit data keepers from being liable
for all types of personal data, whether or not it actually exposes the individual to an increased
risk of identity theft. Sensitive personal information, social security numbers, medical
information, and financial information are data categories that create a serious risk of future
harm that can last well beyond the statute of limitations.63 States have taken different approaches
to defining personal information under their data breach notification statutes. For example, both
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Colorado and Massachusetts have defined personal identifying information under these
categories.64 Some courts have ruled that financial information does not qualify as a substantial
risk of harm unless the breach involves other personal information because it “generally cannot
be used alone to open unauthorized new accounts.”65 However, these cases do not consider the
effect of data aggregation, where the risk of an individual breach is compounded by the
availability of victims’ personal information data from previous breaches that could allow data
thieves to compile the data.66
Creating a Minimum Recovery Under Statute for Medical Data Breaches Would Incentivize
Better Protection
In 2015, the medical sector brought 37 percent of all data breach class action lawsuits.67
Medical identity theft “can potentially cause victims to receive improper medical care, have their
insurance depleted, become ineligible for health or life insurance, or become disqualified from
some jobs.”68 Generally, most breaches involving medical information arise from theft, as
opposed to hacking, unauthorized access, or improper disposal.69 In Adobe Sys., Inc. Privacy
Litig., the court found theft sufficient to prove that the risk of future harm from the data breach
was “certainly impending.”70 The high rate of medical data theft indicates a market for medical
information and underscores the need to incentivize its protection.
The pervasiveness of medical data breaches and serious consequences of medical identity
theft support the critical need to protect medical information. Injuries resulting from a breach can
vary and can be difficult to account for when considering non-monetary costs, such as time spent
mitigating damages and anxiety due to a reasonable fear of identity theft.71 In a non-data breach
case, In re Currency Conversion Fee, the issue of variability in damage awards was addressed by
awarding a base amount to each claimant, and allowing those who could prove greater damages

9

068
to do so.72 This solution could be applied to breaches involving medical data to offer plaintiffs
compensation for a risk of future harm that could potentially continue throughout their lifetime
and to incentivize data keepers to implement better safeguards to protect this valuable
information that can have life or death consequences.
Conclusion
Data breaches present a serious threat to the privacy and security of personal information;
the records of millions of individuals are capable of being exposed in a single data breach, and
the number of breaches are growing every year. Yet data breach victims continue to face
significant barriers to seeking redress for their injuries. As was the case in Fero, victims are
frequently unable to meet the injury-in-fact standing requirement based on the court’s
interpretation of the imminence of a risk of future harm.
However, where the courts are unwilling to tread, Congress can and should. Enacting
federal data security legislation would aid plaintiffs by establishing a duty of care and clearly
defining an injury that meets the case and controversy requirement under Article III.
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